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Abstract:

SaaS, or Software as a Service, describes any cloud ser-
vice where consumers can able to access the relavent soft-
ware applications over the internet. The applications are
hosted in “the cloud” and can be used for a wide range
of tasks for both individuals and organisations. Software-
as-a service (SaaS) makes use software can updated them
based on the services. In this paper, here we prapose Int-
Test, an effective service integrity attestation framework
for SaaS clouds. IntTest provides an integrated graph at-
testation for analysis method that can pinpoint malicious
service providers than existing methods. Also IntTest will
get automatically and correct the corrupted results that are
produced by the malicious service providers and replace
them with best results will be produced by beginer service
providers may get lead role.

Keywords: Service Integrity Attestation, Cloud
Calculating, SaaS, Attestation,integrity software attesta-
tion.

Introduction:

Cloud computing is the lease of the same resources
through which the users can use the resources depending
upon the requirement and pay-off depend on the usage.
Trough out cloud computing is the user can decrease the
cost and effective can use the resource at any time. Data
providers as a service providers are emerging to aggre-
gate and manage such large data sets from different types
of multiple sources to make this information more than
easily available and usable to purpose of the businesses.
These services will be used effectively for data rich, ef-
ficiency gains and process refinement.

There are three types of cloud as shown in figl.
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i)open cloud
ii)secret cloud
iii)mixed cloud

open cloud:

open cloud or external cloud is one in which the resourc-
es are leased on self service basis over the internet, via
web applications/web services, third-party provider who
shares the resources and bills on a fine-grained utility for
computing basis. There is no authority to access about
cloud in the cloud server. There is no accessability for ap-
plying software to the cloud service.

secret cloud:

secret cloud or internal cloud is used to describe the of-
ferings that can be of private network. the clouds may be
different approach for allocating the servers to the storag-
es. The maximum clouds can be easily configurable and
connectable servers can maintain the cloud environment
and deploy in the environmenet. every one have private
authorization to accessing the cloud services. the secret
clouds not accessible to outside of cloud.

mixed cloud:

mixed cloud is one which contains multiple internal or
external clouds that are public. AMES is based on plat-
form as a service. Platform as a service (PaaS) is a cat-
egory of cloud computing services that provides a basic
environment a computing platform and a solution stack
as a service.provisioning the capability of the software as
services to be modified.The software can’t be modified
once it has been stated as service.The challenge is manag-
ing multiple cloud providers and getting a diverse set of
answers such as CRM, B2B, EAI, accounting and more
to work together and Figure 2 shows the architecture of a
typical cloud at a high level. An end user Bob connects to
the big cloud via a portal
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from his browser. a set of cloud servers based on which
the VM images can be run as a part, and optionally a stor-
age pool to store persistent user data. the above [AAs
and Paas,SaaS are different than the others. Social net-
working, cloud services and mobile touch points have
turned business-to-consumer (B2C) on its ear. This trend
requires some thought and consideration as we begin to
see more importance on the consumer as a service (CaaS)
platform. E -Commerce APIs that enable that contextual
commerce experiences across touch points and that are
now a new focus, layering on and directly impacting ex-
isting B2B platforms. Enterprise users are able to use the
applications for a range of needs, including accounting
and invoicing, tracking sales, that are planned and tuning,
performance monitoring and communications (including
webmail and instant messaging).SaaS is often to be re-
ferred to as a software for -on-demand and utilise them to
taken to renting software rather gets than buying it. With
the traditional software applications that you would pur-
chase to the software upfront as a package and then install
it onto your own computer and other Applications are
purchased and used online with files saved in the cloud.
computers may not understand the service which made by
software.Almost everything everyone does today in the
cloud as it pertains to data integration has been primarily
business-to-business- (B2B-) focused. B2B in the cloud is
now considered “business as usual” and is incrementally
regarded as a mature technology for solving B2B issues
because of focussing the software vendors are now shift-
ing their focus into leveraging enterprise application inte-
gration (EAI) to facilitate data integration with database
management systems in the cloud. This includes using
cloud-based data integration and data management for in-
tegrating on-premise applications with each other, as well
as integrating software as a service (SaaS) and PaaS and
cloud applications with on-premise and/or other cloud-
based applications.There are a fewer number of reasons
to say that SaaS is very advantageous to the organizations
and personal users alike:

1.don’t required additional hardware costs; the process-
ing power required to run the platform and applications is
supplied ,managed and delivered by the cloud providers.

2.Updates are automated; whenever there is an update it
is available into online to existing customers, often free
of charge. No other things are required to add new soft-
ware will be required as it often with any other types of
uses that needed and the updates will be comes usually
be deployed automatically done and verified by the cloud
provider.
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No other things are required to add new software will
be required as it often with any other types of uses that
needed and the updates will be comes usually be deployed
automatically done and verified by the cloud provider.

6.Cross device compatibility; software applications can
be accessed via any internet enabled device, which makes
it ideal for those who can uses a number of different de-
vices, such different internet enabled devices and tablets,
communication devices and those who don’t always use
the same computer but differs..

EXISTING SYSTEM:

Which enable application service providers (ASPs) to de-
liver their important applications via the massive cloud
computing infrastructure. In particular,there may be our
work focuses on data stream processing services that are
considered to be one class of killer different applications.
or example, there may be attackers can pretend to be esti-
mate service providers to provide duplicate service com-
ponents, and the service components provided by benign
service providers may be include security holes that can
be exploited by attackers. In the past scenarios there is no
one related to act as a part of the service related to soft-
ware hence the services are not comfort with the cloud.

DISADVANTAGES
TEM:

OF EXISTING SYS-

*Which makes them difficult to be deploying on large-
scale cloud computing infrastructures.

*They make very complexity of accessing the server in
the cloud.

*There is no efficiency of accessing the services which
provided inthe cloud .

PROPOSED SYSTEM:

In this paper, we present IntTest, a new integrated ser-
vice integrity attestation framework for multitenant cloud
systems. IntTest provides a practical service integrity at-
testation scheme that does not assume trusted entities on
third-party service provisioning sites or require applica-
tion modifications. in the proposed one there is a hierar-
chy fallowed on cloud to access the different types of ser-
vices in the cloud. clouds are the integral part of servers
nothing more than that in line.
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ADVANTAGES OF PROPOSED SYSTEM:

*A result autocorrection technique to there that can auto-
matically correct and compute the corrupted results pro-
duced by malicious attackers.

*Both analytical study and research and experimental
evaluation to quantify the relavent accuracy and overhead
of the integrated service integrity attestation scheme.

*Here Both software act as a service oriented and configu-
rable oriented into the cloud environmenent..

*In the cloud there may be a part of integrating the service
as a software because of the dual cloud

DESIGN AND ALGORITHMS:

In this section, we first present the basis of the IntTest sys-
tem: probabilistic replay-based consistency check and the
integrity attestation graph model. We then describe the
integrated service integrity attestation scheme in detail.
Next, we present the result autocorrection scheme.

Baseline Attestation Scheme :

To detect service integrity attack and pinpoint malicious
service providers, our algorithm relies on replay-based
consistency check to derive the consistency/inconsisten-
cy relationships between service providers. For example,
Fig. 2 shows the consistency check scheme for attesting
three service providers pl, p2, and p3 that offer the same
service function f. The portal sends the original input data
dl to pl and gets back the result fdd1P. Next, the portal
sends dO1, a duplicate of d1 to p3 and gets back the result
fod01b. The portal then compares fdd1P and f0d01P to
see whether p1 and p3 are consistent.single tuple process-
ing, we can overlap the attestation and normal processing
of consecutive tuples in the data stream to hide the attesta-
tion delay from the user.

If two service providers always give consistent output re-
sults on all input data, there exists consistency relation-
ship between them. Otherwise, if they give different
outputs on at least one input data, there is inconsistency
relationship between them. We do not limit the consis-
tency relationship to equality function since two benign
service providers may produce similar but not exactly the
same results.
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For example, the credit scores for the same person may
vary by a small difference when obtained from different
credit bureaus. We allow the user to define a distance func-
tion to quantify the biggest tolerable result difference.

Definition 1. For two output results, r1 and r2, which
come from two functionally equivalent service providers,
respectively, result consistency is defined as either rl %
r2, or the distance between rl and r2 according to user-
defined distance function Dorl; r2b falls within a thresh-
old .For scalability, we propose randomized probabi-
listic attes-tation, an attestation technique that randomly
replays a subset of input data for attestation. For compos-
ite data-flow processing services consisting of multiple
service hops, each service hop is composed of a set of
functionally equivalent service providers. Specifically,
for an incoming tuple di, the portal may decide to per-
form integrity attestation with probability pu. If the portal
decides to perform attestation on di, the portal first sends
di to a pre-defined service pathpl ! p2 ! pl providing
functions f1 ! 2 ! fl. After receiving the processing
result for di, the portal replays theduplicate(s) of di on
alternative service path(s) such as p01 ! p02 ! pOL,
where p0j provides the same function fj as pj. The portal
may perform data replay on multiple service providers to
perform concurrent attestation. With replay-based consis-
tency check, we can test func-tionally equivalent service
providers and obtain their consistency and inconsistency
relationships. We employ
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Fig3:Attestation graphs.

both the consistency graph and inconsistency graph to ag-
gregate pairwise attestation results for further analysis.
The graphs reflect consistency/inconsistency relation-
ships across multiple service providers over a period of
time. Before introducing the attestation graphs, we first
define consis-tency links and inconsistency links.
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Definition 2. A consistency link exists between two ser-
vice providers who always give consistent output for the
same input data during attestation. An inconsistency link
exists between two service providers who give at least
one inconsistent output for the same input data during at-
testation.

We then construct consistency graphs for each function
to capture consistency relationships among the service
providers provisioning the same function. Fig. 3a shows
the consistency graphs for two functions. Note that two
service providers that are consistent for one function are
not necessarily consistent for another function. This is the
reason why we confine consistency graphs within indivi-
dual functions.

Definition 3. A per-function consistency graph is an un-
directed graph, with all the attested service providers that
provide the same service function as the vertices and con-
sistency links as the edges.

We use a global inconsistency graph to capture incon-
sistency relationships among all service providers. Two
service providers are said to be inconsistent as long as
they disagree in any function. Thus, we can derive more
comprehensive inconsistency relationships by integrating
inconsistency links across functions.

Fig. 3b shows an example of the global inconsistency
graph. Note that service provider p5 provides both func-
tions f1 and f2. In the inconsistency graph, there is a sin-
gle node p5 with its links reflecting inconsistency rela-
tionships in both functions f1 and 2.

Definition 4. The global inconsistency graph is an undi-
rected graph, with all the attested service providers in the
system as the vertex set and inconsistency links as the
edges.

The portal node is responsible for constructing and main-
taining both per-function consistency graphs and the
global inconsistency graph. To generate these graphs, the
portal maintains counters for the number of consistency
results and counters for the total number of attestation
data between each pair of service providers.
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Over all architecture of the proposed method
Integrated Attestation Analysis:

Here we present an integrated attestation graph analysis
algorithm. Step 1: continuty analysis: In the first step it
will examine the per-function consistency graph and will
pinpoint to The colluding attackers can try to escape from
being it detected. Then next we must examine the perfec-
tion in consistency graph too. software may not configu-
rable it may be usable.

Fiig 1:Service integrity attack in cloud-based data
processing.

Step 2: Inconsistency analysis: This inconsistency of the
graph will contain only the inconsistency links, this may
exist in different possible combinations of the begining
node and the malicious node set. then we can pinpoint a
set of malicious service providers. If the two service pro-
viders are connected by automatically an inconsistency
link, we can say that any one of them is malicious.

Conclusion:

In this paper we have introduced a different novel inte-
grated services IntTest uses a reply based consistency
check to verify the different service providers. IntTest will
analyzes both the consistency and inconsistency showing
graphs to find the malicious attackers efficiently than any
other existing techniques. In future the cloud comes into
the lead environment into the data warehouse architecture
takes place .service providers are the cloud providers for
the environment.Completely the data can be verified and
integrated in the cloud part of the environment.
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