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Abstract:

Security has become one of the major issues for data trans-
fer over wired and wireless networks. Compromise node 
(CN) and Denial of service (DOS) are two key attacks 
in wireless sensor networks. These both types of attacks 
can generate black holes. Data delivery mechanisms that 
can with high probability circumvent black holes formed 
by these attacks. We argue that different classic multipath 
routing approaches are in a weak position to such attacks, 
mainly due to their deterministic nature. So once the ad-
versary acquires the routing algorithm it can compute the 
same routes know to the source, hence, making all infor-
mation sent over these routes vulnerable to its attacks. We 
considered the mechanisms that generate randomized or 
contingent multipath routes. Part of the charm of the pro-
posed routing algorithm is taken by the shares of different 
packets change over time. So even if the routing algorithm 
becomes known to the adversary, the adversary still can-
not find out all the routes traversed by each packet. The 
experimental results clearly show the great advantages of 
the new routing algorithm for small-scale wireless sensor 
networks.

Keywords:Compromise node (CN), Randomized mul-
tipath routing, wireless sensor network, secure data de-
livery

1. INTRODUCTION:

The one of the high influential technology in the 21st cen-
tury, Wireless Sensor Networks (WSNs) are extremely 
changing the human life. It is composing of lot of sensor 
nodes which contain sensing, computing the information 
and communication elements. The characteristics of WSN 
are limited energy capacity, low memory and minimum 
processing capabilities. The development of technology 
and economy, and the continuous improvement of living 
standards, the application scopes of  WSNs become
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wider and wider, especially, the application of Small-
scale Wireless Sensor Networks, which consists number 
of sensor nodes. The wide range of applications are in-
volved with both civilian and military scenarios, includ-
ing environmental monitoring, surveillance for safety and 
security, automated health care, intelligent building con-
trol, traffic control and object tracking, etc. [1]. With the 
development of computer hardware technology, the CPU 
and flash memory are becoming smaller and smaller, more 
and more powerful and cheaper and cheaper. As a result, 
the memory and processing capabilities of sensor nodes 
will not be the most important obstacle for the application 
of WSNs [2]. However, the battery technology has failed 
to obtain a breakthrough. Obviously, the energy capac-
ity has become the key bottlenecks for the development 
of WSNs. So the research on energy efficiency of WSNs 
is still the focus. Therefore, many routing schemes used 
for MANETs are inappropriate for WSNs. For the wide 
applicability range of WSNs, it is impossible to build a 
WSN routing algorithm that fulfils all application require-
ments [3]. 

Instead it is of importance that designing general routing 
algorithms which somehow can be applied to some ap-
plications and meanwhile balance the energy consump-
tion to increase the network lifetime as far as possible. 
Currently, there are great deals of research, as well as ef-
forts that are on the go, for the development of routing 
protocols in WSNs. Next we are giving a brief overview 
on the application of applying intelligent optimization al-
gorithms to develop routing protocols for WSNs. For a 
detailed and complete reference on the motif, please refer 
to [4], [5]. Energy Efficient Ant Based Routing Algorithm 
is proposed in wireless sensor networks to improve the 
energy efficiency of WSNs, so as to maximize the net-
work lifetime [6]. In this routing algorithm, forward ants 
are launched to find paths between source nodes and sink 
node, where forward ants select next hop nodes based on 
the amount of pheromone trail stored in current node’s 
routing table and residual energy of neighbours. 
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In the phase of calculating the number of pheromone trail 
that a backward ant will left during its journey, both the 
energy levels and the length of path are taken into con-
sideration, which can contribute to balance the energy 
consumption and reduce the length of path. What’s more, 
a parameter called travelled distance, i.e., the number of 
visited nodes, is introduced in this phase, which make 
those nodes closer to sink node will have more phero-
mone trail, so that forward ants could reach sink node 
more efficiently. However, it didn’t provide the setting 
method of parameter. It is difficult to find an appropriate 
value to ensure the selection probability of some nodes 
are not so low, so some other nodes are easier to run out of 
energy for serving as router frequently [7]. Routing using 
ant colony optimization router chip proposed by Okdem 
and Karaboga is a multipath routing protocol, which pro-
vides reliable communications in the case of node faults. 
What’s more, the packets to be transmitted don’t need to 
retain those nodes that have been visited, so that the size of 
data has been decreased and nodes energy has been saved 
[8]. However, in the phase of calculating the amount of 
pheromone trail that a backward ant will deposit during 
its journey, it only consider the length of path but the en-
ergy levels of path, so that the distribution of pheromone 
are not so reasonable, which will have a negative effect on 
maximizing network lifetime [9].The paper is organized 
as follows: In the next section, some related concepts 
about Wireless Sensor Networks, In section 3 provides 
Randomized multipath Routing Algorithms. In section 4 
experiment results of proposed algorithm is presented. In 
section 5 describes conclusions and future work. 

2. RELATED WORK:

During the past decade, WSNs have seen increasingly 
intensive adoption of advanced machine learning tech-
niques. In a short survey of machine learning algorithms 
applied in WSNs for information processing and for im-
proving network performance was presented. A related 
survey that discussed the applications of machine learn-
ing in wireless ad-hoc networks The applications of three 
popular machine learning algorithms (i.e., reinforcement 
learning, neural networks and decision trees) at all com-
munication layers in the WSNs. In contrast, specialized 
surveys that touch on machine learning usage in specific 
WSN challenges have also been written. For instance, 
[10], [11] addressed the development of efficient outlier 
detection techniques so that proper actions can be taken, 
and some of these techniques are based on concepts from 

machine learning. Meanwhile, [12] discusses compu-
tational intelligence methods for tackling challenges in 
WSNs such as data aggregation and fusion, routing, task 
scheduling, optimal deployment and localization. Here, 
computational intelligence is a branch of machine learn-
ing that focuses on biologically-inspired approaches such 
as neural networks, fuzzy systems and evolutionary al-
gorithms [13].Generally, these early surveys concentrated 
on reinforcement learning, neural networks and decision 
trees which were popular due to their efficiency in both 
theory and practice. In this paper, we decided instead to 
include a wide variety of important up-to-date machine 
learning algorithms for a comparison of their strengths 
and weaknesses. In particular, we provide a compre-
hensive overview which groups these recent techniques 
roughly into supervised, unsupervised and reinforcement 
learning methods. Another distinction between our survey 
and earlier works is the way that machine learningtech-
niques are presented. Our work discusses machine learn-
ing algorithms based on their target WSN challenges, so 
as to encourage the adoption of existing machine learning 
solutions in WSN applications [14]. Lastly, we build on 
existing surveys and go beyond classifying and compar-
ing previous efforts, by providing useful and practical 
guidelines for WSN researchers and engineers who are 
interested in exploring new machine learning paradigms 
for future research [15]. Previous contingent multipath 
routing algorithms in WSNs have not been designed with 
security issues in mind, largely due to their low energy 
efficiency. To the best of our knowledge, the work pre-
sented in this paper fills a void in the area of secure ran-
domized multipath routing. Specifically, flooding is the 
most common randomized multipath routing mechanism. 
In flooding, every node in the network receives the packet 
and retransmits it once. To reduce unnecessary retrans-
missions and improve energy efficiency, the Gossiping 
algorithm [9] was proposed as a form of controlled flood-
ing, whereby a node retransmits packets according to a 
pre assigned probability.

3. ENERGY EFFICIENT RANDOMIZED 
MULTIPATH DELIVERY:

In the Proposed System we are addressing efficient redun-
dancy management of a clustered WSN to unreliable and 
malicious nodes which are responsible for packet loss. 
We are addressing the balance between energy consump-
tion with the QoS requirement to gain in reliability and 
timeliness as well as to increase security
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so that we can maximize the lifetime of a clustered WSN, 
it will also be a satisfying application for QoS require-
ments in case of multipath routing [16], [22].  In our work 
we have considered redundancy management of multipath 
routes which are based on trust and energy values and it is 
used for intrusion detection, and to maximize the system 
lifetime of a WSN in the presence of unreliable and mali-
cious nodes. Today’s research challenge in WSNs is cop-
ing with low power communication. Routing protocols in 
this regard plays a key role in efficient energy utilization. 
In sending data from sensor nodes to BS there is need to 
select a specific route and must be a shortest route, which 
mange to minimize the energy consumption is necessary 
[17], [18]. 

Hence we are using clustering approach to minimize the 
energy consumption. In this paper we are using symmet-
ric encryption technique to protect confidentiality [5]. To 
increase security we have revealed more extensive attacks 
by the malicious nodes such as packet loss attack and jam-
ming attack each assault is having altered energy require-
ment as well as security and reliability. More specifically, 
we are analysing the optimal amount of redundancy in 
WSN through which data are routed to a remote sink in 
the presence of unreliable and malicious nodes, so that 
the possibility to answer users query must be maximized 
while maximizing the system lifetime To tolerate intru-
sion through multipath routing, there are two major prob-
lems to solve first is how many paths to use and second is 
what paths to use [19].

We are concentrating on to report the how many paths 
to use to reach to the sink problem. Our approach is dif-
ferent from existing for the, what paths to use problem, 
in that we do not consider specific routing protocols and 
we are not using any feedback information to solve the 
problem. Rather, we are employing IDS by which intru-
sion detection is performed only locally so that there must 
be less energy conservation by the nodes in the network 
[20]. The compromised nodes are detected and the path 
through that node is ignored from the WSN. In this paper 
we decide which paths to use in order to tolerate residual 
compromised nodes that survive our IDS, so as to increase 
system useful lifetime of the WSN. In this paper we also 
discover more extensive malicious attacks in addition to 
packet loss and jamming attacks which occur because of 
malicious nodes, each with different implications to en-
ergy, security and reliability, and investigate intrusion de-
tection and multipath routing based tolerance protocols to 
react to these attacks.

3.1 Proposed System Model:

The WSN consists of different types of sensors having dif-
ferent sensing capabilities. We have considered two types 
of sensor nodes, one is cluster head (CHs) and another is 
sensor node SNs. Cluster heads (CHs) are more superior 
than sensor Nodes (SNs) in consideration of energy as 
well as computational resources. We are using heteroge-
neous network in which each node is having more amount 
of resources [21].

 
Fig.1. Cluster heads of a Wireless Sensor Network

Redundancy management of multipath routing for intru-
sion tolerance in presence of malicious nodes is achieved 
through two forms of redundancy: (a) source redundancy 
by which ms SNs sensing a physical phenomenon in the 
same feature zone are used to forward sensing data to their 
CH (referred to as the source CH); (b) path redundancy by 
which mp paths are used to relay packets from the source 
CH to the base station through the use of neighbouring 
CHs. Let us take the scenario with a source redundancy 
of 3 (m=3) and a path redundancy of 2 (m=2). It has been 
reported that the number of edge-disjoint paths between 
nodes is equal to the average node degree with a very high 
probability. Therefore, when the density is adequately 
high such that the average number of one-hop neighbours 
is sufficiently larger than mp and ms, we can effectively 
result in m redundant paths for path redundancy and mp 
distinct paths from m sensors for source redundancy [21]. 
We are assuming that geographic routing which is a well-
known routing protocol for WSNs is used to route the data 
from CH to the base station or sink along with multipath 
routing; thus, in this case there is no need to conserve path 
information of the network. We must know the location 
of the destination node so that we can correctly send the 
packet towards it. So the CH are responsible to get the 
location of all SN and vice versa in its cluster and it is the 
part of clustering.
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A CH is also aware with the location of neighbour CHs 
along with the direction towards the base station or sink.
In this paper we are using clustering to reduce the energy 
consumption by the nodes to send data to the base station. 
Cluster is the group of Nodes and in the paper, we are 
grouping the nodes to form cluster. Here cluster formation 
is based on the specific region and the nodes located in the 
specified region. We are selecting the region with specific 
distance from the base station and then the area is selected 
and the nodes inside region are located and grouped. In 
this approach clusters are formed statically at the time of 
network deployment so all the sensor nodes and their CH 
nodes are selected. The Cluster Head is selected on the 
Highest Energy basis, the node which has maximum ener-
gy is selected as Cluster Head. We also assume that all the 
sensor nodes and cluster heads should operate in power 
saving mode so that less energy is utilized. Hence, a sen-
sor is either active i.e. transmitting or receiving or it is in 
sleep mode. For the energy consumption while sending & 
receiving information we are using the energy model in 
for both CHs and SNs. To preserve confidentiality we are 
using AES symmetric key encryption algorithm. AES is 
Symmetric key Cryptographic algorithm [21]. It is used to 
provide security in our paper. While sending data, a sen-
sor node can encrypt data by using key encryption tech-
nique and then send that encrypted data to the CH so that 
it is helpful to achieve confidentiality and authentication. 
Then the data is transmitted and it will help to secure data 
from the attacker and packets are formed from the file and 
actually packets are transmitted. At the destination the 
data is decrypted by the destination node.

Fig.2. The total transmission distance after random 
propagation.

Let us assume that the energy consumption for delivering 
one bit over one hop is a constant q. Then, the average en-
ergy consumption for delivering one packet from source s 
to sink o depends on the average length

(in hops) of the route. Note that each random route con-
sists of two components. The first is a fixed N-hop com-
ponent attributed to the random propagation operation. 
The second component involves sending the share from 
the last random relay node, i.e., w, to the sink o using a 
normal single path routing. Suppose w is located in the i 
th ring. Let the distance between w and s be (i-1) Rh ≤ d 
≤  iRh. Given that the angle between sw and so be _, the 
distance between Sw and S0 is given by

               Dw0(i) (d,ө)= √ d2+ds2 - 2dds cos ө .

Therefore, the unconditionally average distance between 
w and o is given by the weighted sum of Dw0(i)  with 
weights Pr={€=i}, i.e,

               Dw0  =∑Ni=1 Dw0(i)  Pr={€=i}.

Where the distribution of € has been obtained, When 
min-hop routing is used in the third phase, the number 
of hops from s to o can be approximated by ds / Rh. Let 
the lengths of an information packet and a share gener-
ated by the secret sharing algorithm be Lp and Ls, respec-
tively.To detect compromised nodes from, we are using 
acknowledgement based IDS. When the forwarded data is 
received at the receiver side, then it sends acknowledge-
ment to the sender node. The acknowledge ACK which is 
received is compared with the size of received data; if it is 
equal then data is forwarded successfully with no loss in 
packets; otherwise it will detect loss in the packet. Hence, 
it detects such a node as a malicious node due to which 
packet loss happens. 

This is applied to every node in the network and each node 
will assess its acknowledgement with the size of data re-
ceived to detect the attack and compromised node in the 
WSN. To detect jamming attack in network we are using 
a counter based approach if the counter goes beyond the 
threshold then it will detect that network is jammed. Here 
we have noted that increasing source redundancy as well 
as path redundancy will be described the reliability and 
security [22].

3.2. Algorithm for Intrusion Tolerance & at-
tack detection:

The following algorithm shows to find the intrusion de-
tection in wireless sensor networks.
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1. if (network created)
2. if (Source Node != Destination Node)
3. int Size = data size;
4. Send (data)
5. ACK = data received size;
6. if (ACK == data size)
7. Data received successfully;
8. Flag = true;
9. else
10.Data is lost in path;
11. Flag = false;
12. if(Flag == false )
13. For all paths;
14.Calculate average of energy and trust value
15.if (average==maximum value)
16.Shortest path = Current path;
17.Send (data);

In proposed work, we are using multipath routing and en-
cryption/Decryption technique. The fundamental obliga-
tion of the sensor nodes in each system is to sense the 
range and transmit their gathered data to the sink node for 
further operations. Multipath Routing is a routing proce-
dure, which chooses various ways to convey information 
in the middle of source and destination nodes. As the es-
sential significance ofrouting means, selecting best way 
in the system, multipath routing strategies are utilized to 
choose the best path in the network.

From the above algorithm, Firstly a network is created 
which consist of different clusters and based on energy 
levels of each node the cluster heads are elected. To for-
ward a data within a  distinct source node and destination 
nodes are selected. To increase system lifetime we have to 
detect malicious nodes which are responsible for different 
attacks such as packet lossand jamming attack. 

To detect compromised nodes from WSN, we are using 
acknowledgement based IDS. When the forwarded data is 
received at the receiver side, then it sends acknowledge-
ment to the sender node. The ACK is compared with the 
size of received data; if it is equal then data forwarded-
successfully with no loss in packets, otherwise it will de-
tect loss in the packet. Hence, it detects such a node as a 
malicious node due to which packet loss happens. This is 
applied to every node in the network and each node will 
assess its acknowledgement with the size of data received 
to detect the attack and compromised node in the WSN 
[23] [25].

4. RESULTS AND DISCUSSION:

The aim of our system is to increase lifetime and security 
in the network. To evaluate the performance we need to 
use different metrics. In our work we are using following 
metrics: (1) Data Transfer Time (2) Data Delivery Ratio.
The following graph of data transfer time required for 
communication, in this graph we shows three types of 
communication with Jamming, with MIM attack and with 
Normal communication and the time required for the 
communication. Lifetime is depending on the Energy of 
the network and as the energy consumption depends on 
the node processing time. 

The jamming attack and MIM attack requires more time 
for processing and it consumes more energy and If we are 
using the same path for communication then we are wast-
ing unnecessary energy and hence node may cause dead 
hence to avoid this we are changing the path and after the 
path change the data transfer time is less as compared to 
attack. Hence the minimum time requires minimum en-
ergy and indirectly the network lifetime is increased by 
path changed for communication.

Fig.3. Data Delivery Ratio in Wireless Sensor Net-
works

The aim of our system is to increase lifetime and security 
in the network, in the first graph we shows that how we 
increased lifetime and this graph shows the time required 
for sending the specific size of data with and without se-
curity, as we are providing the security the time should be 
more as compared to normal sending for security we are 
using the encryption algorithm for security [24].



                                                                                                                         ISSN No: 2348-4845
International Journal & Magazine of Engineering, 

Technology, Management and Research
A Peer Reviewed Open Access International Journal   

                 Volume No: 2 (2015), Issue No: 9 (September)                                                                                              September 2015
                                                                                www.ijmetmr.com                                                                                                                                        Page 584

A CH is also aware with the location of neighbour CHs 
along with the direction towards the base station or sink.
In this paper we are using clustering to reduce the energy 
consumption by the nodes to send data to the base station. 
Cluster is the group of Nodes and in the paper, we are 
grouping the nodes to form cluster. Here cluster formation 
is based on the specific region and the nodes located in the 
specified region. We are selecting the region with specific 
distance from the base station and then the area is selected 
and the nodes inside region are located and grouped. In 
this approach clusters are formed statically at the time of 
network deployment so all the sensor nodes and their CH 
nodes are selected. The Cluster Head is selected on the 
Highest Energy basis, the node which has maximum ener-
gy is selected as Cluster Head. We also assume that all the 
sensor nodes and cluster heads should operate in power 
saving mode so that less energy is utilized. Hence, a sen-
sor is either active i.e. transmitting or receiving or it is in 
sleep mode. For the energy consumption while sending & 
receiving information we are using the energy model in 
for both CHs and SNs. To preserve confidentiality we are 
using AES symmetric key encryption algorithm. AES is 
Symmetric key Cryptographic algorithm [21]. It is used to 
provide security in our paper. While sending data, a sen-
sor node can encrypt data by using key encryption tech-
nique and then send that encrypted data to the CH so that 
it is helpful to achieve confidentiality and authentication. 
Then the data is transmitted and it will help to secure data 
from the attacker and packets are formed from the file and 
actually packets are transmitted. At the destination the 
data is decrypted by the destination node.

Fig.2. The total transmission distance after random 
propagation.

Let us assume that the energy consumption for delivering 
one bit over one hop is a constant q. Then, the average en-
ergy consumption for delivering one packet from source s 
to sink o depends on the average length

(in hops) of the route. Note that each random route con-
sists of two components. The first is a fixed N-hop com-
ponent attributed to the random propagation operation. 
The second component involves sending the share from 
the last random relay node, i.e., w, to the sink o using a 
normal single path routing. Suppose w is located in the i 
th ring. Let the distance between w and s be (i-1) Rh ≤ d 
≤  iRh. Given that the angle between sw and so be _, the 
distance between Sw and S0 is given by

               Dw0(i) (d,ө)= √ d2+ds2 - 2dds cos ө .

Therefore, the unconditionally average distance between 
w and o is given by the weighted sum of Dw0(i)  with 
weights Pr={€=i}, i.e,

               Dw0  =∑Ni=1 Dw0(i)  Pr={€=i}.

Where the distribution of € has been obtained, When 
min-hop routing is used in the third phase, the number 
of hops from s to o can be approximated by ds / Rh. Let 
the lengths of an information packet and a share gener-
ated by the secret sharing algorithm be Lp and Ls, respec-
tively.To detect compromised nodes from, we are using 
acknowledgement based IDS. When the forwarded data is 
received at the receiver side, then it sends acknowledge-
ment to the sender node. The acknowledge ACK which is 
received is compared with the size of received data; if it is 
equal then data is forwarded successfully with no loss in 
packets; otherwise it will detect loss in the packet. Hence, 
it detects such a node as a malicious node due to which 
packet loss happens. 

This is applied to every node in the network and each node 
will assess its acknowledgement with the size of data re-
ceived to detect the attack and compromised node in the 
WSN. To detect jamming attack in network we are using 
a counter based approach if the counter goes beyond the 
threshold then it will detect that network is jammed. Here 
we have noted that increasing source redundancy as well 
as path redundancy will be described the reliability and 
security [22].

3.2. Algorithm for Intrusion Tolerance & at-
tack detection:

The following algorithm shows to find the intrusion de-
tection in wireless sensor networks.
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1. if (network created)
2. if (Source Node != Destination Node)
3. int Size = data size;
4. Send (data)
5. ACK = data received size;
6. if (ACK == data size)
7. Data received successfully;
8. Flag = true;
9. else
10.Data is lost in path;
11. Flag = false;
12. if(Flag == false )
13. For all paths;
14.Calculate average of energy and trust value
15.if (average==maximum value)
16.Shortest path = Current path;
17.Send (data);

In proposed work, we are using multipath routing and en-
cryption/Decryption technique. The fundamental obliga-
tion of the sensor nodes in each system is to sense the 
range and transmit their gathered data to the sink node for 
further operations. Multipath Routing is a routing proce-
dure, which chooses various ways to convey information 
in the middle of source and destination nodes. As the es-
sential significance ofrouting means, selecting best way 
in the system, multipath routing strategies are utilized to 
choose the best path in the network.

From the above algorithm, Firstly a network is created 
which consist of different clusters and based on energy 
levels of each node the cluster heads are elected. To for-
ward a data within a  distinct source node and destination 
nodes are selected. To increase system lifetime we have to 
detect malicious nodes which are responsible for different 
attacks such as packet lossand jamming attack. 

To detect compromised nodes from WSN, we are using 
acknowledgement based IDS. When the forwarded data is 
received at the receiver side, then it sends acknowledge-
ment to the sender node. The ACK is compared with the 
size of received data; if it is equal then data forwarded-
successfully with no loss in packets, otherwise it will de-
tect loss in the packet. Hence, it detects such a node as a 
malicious node due to which packet loss happens. This is 
applied to every node in the network and each node will 
assess its acknowledgement with the size of data received 
to detect the attack and compromised node in the WSN 
[23] [25].

4. RESULTS AND DISCUSSION:

The aim of our system is to increase lifetime and security 
in the network. To evaluate the performance we need to 
use different metrics. In our work we are using following 
metrics: (1) Data Transfer Time (2) Data Delivery Ratio.
The following graph of data transfer time required for 
communication, in this graph we shows three types of 
communication with Jamming, with MIM attack and with 
Normal communication and the time required for the 
communication. Lifetime is depending on the Energy of 
the network and as the energy consumption depends on 
the node processing time. 

The jamming attack and MIM attack requires more time 
for processing and it consumes more energy and If we are 
using the same path for communication then we are wast-
ing unnecessary energy and hence node may cause dead 
hence to avoid this we are changing the path and after the 
path change the data transfer time is less as compared to 
attack. Hence the minimum time requires minimum en-
ergy and indirectly the network lifetime is increased by 
path changed for communication.

Fig.3. Data Delivery Ratio in Wireless Sensor Net-
works

The aim of our system is to increase lifetime and security 
in the network, in the first graph we shows that how we 
increased lifetime and this graph shows the time required 
for sending the specific size of data with and without se-
curity, as we are providing the security the time should be 
more as compared to normal sending for security we are 
using the encryption algorithm for security [24].
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Fig.4.The Comparison of different algorithms based 
on data transmission time.

5. CONCLUSION:

In this paper we have performed a trade off analysis of en-
ergy consumption and QoS requirement to reliability gain 
and timeliness as well as to provide security for redun-
dancy management of clustered wireless sensor networks 
by utilizing multipath routing to answer user queries. In 
our work, we consider redundancy management of mul-
tipath routes, based on trust and energy values, for intru-
sion detection, and to maximize the system lifetime of a 
WSN in the presence of unreliable and malicious nodes. 
We have noted that increasing source redundancy as well 
as path redundancy will enhance the reliability and se-
curity. However, it also decreases the energy consump-
tion and thus it contributing to the increase of the system 
lifetime. Moreover, the energy consumption of the pro-
posed randomized multipath routing algorithms is only 
one to two times higher than that of their deterministic 
counterparts. The proposed algorithms can be applied to 
some of selective packets in WSNs to describe additional 
security levels against adversaries attempting to acquire 
these packets. The random propagation and secret shar-
ing different security levels can be provided by our al-
gorithms at different energy costs and different efficien-
cies. This work is based on the assumption that there are 
only a small number of black holes in the WSN. In fact, 
a stronger attack could be formed, whereby the adversary 
selectively compromises a large number of sensors that 
are several hops away from the sink to form clusters of 
black holes around the sink. Adding with each other, these 
black holes can form a cut around the sink and can block 
every path between the source and the sink. Under this cut 
around- sink attack, no secret share from the source can 
escape from being intercepted by the adversary. Our cur-
rent work does not address this attack. But future work is 
to extend our mechanisms to handle multiple collaborat-
ing of all black holes in wireless sensor networks.
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Fig.4.The Comparison of different algorithms based 
on data transmission time.

5. CONCLUSION:

In this paper we have performed a trade off analysis of en-
ergy consumption and QoS requirement to reliability gain 
and timeliness as well as to provide security for redun-
dancy management of clustered wireless sensor networks 
by utilizing multipath routing to answer user queries. In 
our work, we consider redundancy management of mul-
tipath routes, based on trust and energy values, for intru-
sion detection, and to maximize the system lifetime of a 
WSN in the presence of unreliable and malicious nodes. 
We have noted that increasing source redundancy as well 
as path redundancy will enhance the reliability and se-
curity. However, it also decreases the energy consump-
tion and thus it contributing to the increase of the system 
lifetime. Moreover, the energy consumption of the pro-
posed randomized multipath routing algorithms is only 
one to two times higher than that of their deterministic 
counterparts. The proposed algorithms can be applied to 
some of selective packets in WSNs to describe additional 
security levels against adversaries attempting to acquire 
these packets. The random propagation and secret shar-
ing different security levels can be provided by our al-
gorithms at different energy costs and different efficien-
cies. This work is based on the assumption that there are 
only a small number of black holes in the WSN. In fact, 
a stronger attack could be formed, whereby the adversary 
selectively compromises a large number of sensors that 
are several hops away from the sink to form clusters of 
black holes around the sink. Adding with each other, these 
black holes can form a cut around the sink and can block 
every path between the source and the sink. Under this cut 
around- sink attack, no secret share from the source can 
escape from being intercepted by the adversary. Our cur-
rent work does not address this attack. But future work is 
to extend our mechanisms to handle multiple collaborat-
ing of all black holes in wireless sensor networks.
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