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A mobile ad hoc network MANET is a collection of mo-
bile nodes which communicate without the need of an
access point or any infrastructure. MANET is a collec-
tion of two or more devices or nodes with wireless com-
munications and networking capability that communicate
with each other without any centralized administrator.
The wireless nodes can dynamically form a network to
exchange information without using any network infra-
structure that already exists. It’s an autonomous system in
which mobile hosts connected by wireless links are free
to move dynamically and some time act as routers at the
same time. All nodes in a wireless ad hoc network act as
a router and host i.e. each node acts as both sender and
receiver. In MANETS intermediate nodes provide help in
transmission of data. MANETS can be classified into two
types single hop and multi hop. Nodes in a single hop
network are in the transmission range and will commu-
nicate with each other directly. When the nodes are not
within the range, then multi hop networks are used. Here,
the intermediate nodes will help in transmission. The in-
frastructure of MANETS is decentralized and is not fixed,
which means all the nodes are free to move. Routing pro-
tocols are used for the transmission of data packets be-
tween the nodes in MANET.

Routing protocols in MANET
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Reactive Routing Protocols

Under a reactive (also called on-demand) protocol, to-
pology information about the route is given only when
needed. Whenever a node wants to know the route to a
destination node, it sends a route request RREQ message
to the network. A node obtains route by receiving route
reply RREP packet. Advantages of this type of protocols
are less routing overhead and high Scalability. Disadvan-
tages are high latency and no predefined route is avail-
able. Some of the reactive routing protocols are Ad-hoc
On Demand Distance Vector Routing (AODV), Dynamic
Source Routing (DSR).We are concentrating on the reac-
tive protocols as they overcome the limitation of proac-
tive routing protocols that is maintenance of vectors to
store route information.

AODV

AODYV (Ad hoc On-demand Distance Vector routing) is a
distance vector routing protocol, where routes are given
as a vector of direction and distance. To find a route to a
destination, a node broadcasts a RREQ (Route REQuest)
message. This message is relayed by receiving nodes un-
til it reaches the destination or an intermediate node with
a fresh route to destination. If RREQ reaches the desti-
nation, then it generates RREP (Route REPly) message
and unicasts to the originator of the RREQ. RERR (Route
ERRor) messages are used to notify nodes about link
breaks.

Different kinds of attacks in Network layer include
1.Black hole attack

2.Gray hole attack

3.Worm hole attack

4.Replay attack

5.Man in middle attack etc.

September 2016

www.ijmetmr.com

Page 887



ISSN No: 2348-4845

International Journal & Magazine of Engineering,

Technology, Management and Research

A Peer Reviewed Open Access International Journal

Numerous types of attacks occur in ad hoc network, main-
ly classified into two types, external attacks and internal
attacks. In external attack, the attacker causes congestion,
send fake routing information or disturb the nodes from
providing services. In internal attack, the attacker tries to
gain normal access to the network activities, using imper-
sonation to get the access to network as the new node, or
by directly compromising a current node and using it to
conduct its malicious behaviour. Mobile ad hoc networks
include different types of attacks.

Wormbhole Attack in AODV

In this type of attacks, the attacker disturbs the routing pro-
cess by short circuiting the usual flow of routing packets.
Wormhole attack can be done with one node also. Gen-
erally, two or more attackers connect using a link called
“wormhole link”. They capture packets at one end and re-
play them at the other end using a private high speed net-
work. Wormhole attacks are relatively easy to deploy but
may cause great damage to the network. Wormhole attack
[10] is a kind of replay attack that is particularly challeng-
ing in MANET. Wormhole attack [8] commonly has two
remote malicious nodes X and Y, both are attached via a
wormbhole link and they target to attack the source node
S. These nodes are very well placed compared to other
nodes in the network. Thus, a wormhole attack is not dif-
ficult to set up and can be immensely harmful for a MA-
NET. Moreover, finding better techniques for detection of
wormbhole attacks and securing AODV against them still
remains a big challenge in Mobile Ad-hoc Networks.

Worm hole attack is a attack that records the packets at
one location in the network and tunnels them to another
location (i.e., from one compromised node to other com-
promised node). The routing process can be disturbed
whenever the control messages are tunneled.In our strat-
egy we are trying to prevent worm hole attack by using
Position Based Technique which is based on the positions
of source and destination. Initially the source node will
broadcast the route request message in case it doesn’t
have a route towards the destination. The nodes that re-
ceive the request message will rebroadcast the request if
they don’t have a route towards the destination node, if
not, they are responsible for routing the messages. Once
the destination node receives the route request message it
checks the chance of attack in the route. It is done by cal-
culating the distance between the source and destination
nodes by using following formula.
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d= \’(xz '31)2 +(, 'J“’l)2

Once the distance is calculated, it is going check whether
the hop count should be greater than (Distance/coverage
area). If less number of nodes is present, then it assumes
that there may be greater chance of attack, because the
nodes that are compromised are said to have a greater
range when compared to the normal node. If assumed
number of nodes are present in that calculated area us-
ing hop count, data transfer can be done i.e., there is less
chance for attacks.

*Calculate the distance between source and destination.
*Calculate the value of distance by coverage area.
*Comparing distance/coverage area with hop count

oIf calculated value is less than the hop count means that
is not good path for transferring data from source to des-
tination.

*Because in this path there may be chance for malicious
nodes.

*In case of normal path the hop count should be little
greater than calculated value (which is distance/coverage
area).

+Still if we choose that path, there may be more chances
of data being dropped or modified so better not to choose
that path.

el o i
B oo o o o
il |
=
AODYV Simulation

The above figure shows the simulation of 100 nodes in
AODV routing protocol

Simulation Environment for | Value Taken
AODV Parameter
Number of Nodes 100

10,20,30,40 mps

Maximum Speed

Simulation Time 0-100sec

Traffic Type Constant Bit Rate
Terrain 1600x1600
Mobility Model Random Waypoint
Packet Size 1000
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Simulation Parameters
Analysis of AODV routing under wormhole
attack

Parameter Value Taken

Number of Nodes 100

Maximum Speed 10,20 mps

Simulation Time 0-100sec

Traffic Type Constant Bit Rate

Terrain 1600x1600
Mobility Model Random Waypoint
Packet Size 1000

Routing Protocol AODV

Attack Wormbhole

AODYV with wormhole attack
Packet Delivery Ratio VS Speed

Pkdr(%) 10ms 20ms
AODV 36.42 91.421
AODV(Attack) | 29.0734 73.4824

X Graph

wormhole
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Packet delivery ratio in AODV with & without wormhole
attack

The above graph shows the packet Delivery Ratio of
AODV with and without wormhole attack. Here we are
analyzing the performance by varying the speed of the
nodes. In the presence of attack, the packet delivery of
AODV is low.

X-axis-speed Y-axis — Packet Delivery Ratio
Throughput Vs Speed

Throughput(bps) | 10ms 20ms
AODV 1162 2907
AODV(Attack) | 928 2346

Throughput of AODV with and without wormhole attack
The above graph shows the throughput of AODV with
and without wormhole attack.Here we are analyzing per-
formance by varying the speed of the nodes. In the pres-
ence of attack, the Throughput of AODYV is low.
X-axis-speed Y-axis —Throughput

After Applying Prevention technique in
AODV

Parameter Value Taken
Number of Nodes 30,100
Maximum Speed 20 mps

Simulation Time 0-20.5sec

Traffic Type Constant Bit Rate

Terrain 1600x1600

Mobility Model Random Waypoint

Packet Size 1000

Routing Protocol AODV

Technique Position based technique for preventing

wormhole attack

Simulation values
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Prevention of wormhole attack in AODV
Above Nam show the simulation of AODV after applying
wormbhole prevention technique.

Packet Delivery Ratio
Pdr(%) 30nodes 100nodes
AODV(attack) 26 56
AODV(prevention) | 40.33 90
Eﬂ X Graph
g
Packet Delivery Ratio

The above graph shows the Packet Delivery Ratio in
AODV with wormhole attack and after applying the pre-
vention technique. Here we consider number of nodes on
X-axis and Packet Delivery ratio on Y-axis, For both 30
and 100 nodes AODV with prevention gives better per-
formance.

Throughput
Throughput(bps) 30nodes 100nodes
AODV(attack) 328.9 499.10
AODV(prevention) | 696.60 1235.100
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Throughput

The above graph shows throughput of AODV with worm-
hole attack and after applying the prevention technique.
Here we are analyzing the performance by varying the
number of nodes from 30 and 100.AODV with worm-
hole attack gives fewer Throughputs than after applying
prevention technique.On X-axis-number of nodes Y-ax-
is- Throughput(bps) We have analyzed the performance
of AODV under worm hole attack for various network
parameters like packet drop ratio and Throughput and im-
plemented Position based technique for preventing Worm
hole attack.
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