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ABSTRACT: 

Many security primitives are based on hard 

mathematical problems. Using hard AI problems for 

security is emerging as an exciting new paradigm, but 

has been underexplored. In this paper, we present a 

new security primitive based on hard AI problems, 

namely, a novel family of graphical password systems 

built on top of Captcha technology, which we call 

Captcha as graphical passwords (CaRP). CaRP is both 

a Captcha and a graphical password scheme. CaRP 

addresses a number of security problems altogether, 

such as online guessing attacks, relay attacks, and, if 

combined with dual-view technologies, shoulder-

surfing attacks. Notably, a CaRP password can be 

found only probabilistically by automatic online 

guessing attacks even if the password is in the search 

set. CaRP also offers a novel approach to address the 

well-known image hotspot problem in popular 

graphical password systems, such as PassPoints, that 

often leads to weak password choices. CaRP is not a 

panacea, but it offers reasonable security and usability 

and appears to fit well with some practical applications  

for improving online security. 

 

INTRODUCTION: 

A Fundamental task in security is to create 

cryptographic primitives based on hard mathematical 

problems that are computationally intractable. For 

example, the problem of integer factorization is 

fundamental to the RSA public-key cryptosystem and 

the Rabin encryption. The discrete logarithm problem 

is fundamental to the ElGamal encryption, the Diffie- 

Hellman key exchange, the Digital Signature 

Algorithm, the elliptic curve cryptography and so on.  

 

Using hard AI (Artificial Intelligence) problems for 

security, initially proposed in, is an exciting new 

paradigm. Under this paradigm, the most notable 

primitive invented is Captcha, which distinguishes 

human users from computers by presenting a 

challenge, i.e., a puzzle, beyondthe capability of 

computers but easy for humans. Captcha is now a 

standard Internet security technique to protect online 

email and other services from being abused by bots. 

However, this new paradigm has achieved just a 

limited success as compared with the cryptographic 

primitives based on hard math problems and their wide 

applications. Is it possible to create any new security 

primitive based on hard AI problems? This is a 

challenging and interesting open problem.  

 

In this paper, we introduce a new security primitive 

based on hard AI problems, namely, a novel family of 

graphical password  systems integrating Captcha 

technology, which we call CaRP (Captcha as 

gRaphical Passwords). CaRP is click-based graphical 

passwords, where a sequence of clicks on an image is 

used to derive a password. Unlike other click-based 

graphical passwords, images used in CaRP are 

Captcha challenges, and a new CaRP image is 

generated for every login attempt. The notion of CaRP 

is simple but generic. CaRP can have multiple 

instantiations. In theory, any Captcha scheme relying 

on multiple-object classification can be converted to a 

CaRP scheme. We present exemplary CaRPs built on 

both text Captcha and image-recognition Captcha. One 

of them is a text CaRP wherein a password is a 

sequence of characters like a text password, but 

entered by clicking the right character sequence on 

CaRP images. 
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CaRP offers protection against online dictionary 

attacks on passwords, which have been for long time a 

major security threat for various online services. This 

threat is widespread and considered as a top cyber 

security risk. Defense against online dictionary attacks 

is a more subtle problem than it might appear. Intuitive 

countermeasures such as throttling logon attempts do 

not work well for two reasons: 

 

1) It causes denial-of-service attacks (which were 

exploited to lock highest bidders out in final minutes 

of eBay auctions) and incurs expensive helpdesk costs 

for account reactivation. 

2) It is vulnerable to global password attacks whereby 

adversaries intend to break into any account rather 

than a specific one, and thus try each password 

candidate on multiple accounts and ensure that the 

number of trials on each account is below the threshold 

to avoid triggering account lockout. 

 

EXISTING SYSTEM: 

Security primitives are based on hard mathematical 

problems. Using hard AI problems for security is 

emerging as an exciting new paradigm, but has been 

underexplored. A Fundamental task in security is to 

create cryptographic primitives based on hard 

mathematical problems that are computationally 

intractable. 

DISADVANTAGES 

 This paradigm has achieved just a limited success 

as compared with the cryptographic primitives 

based on hard math problems and their wide 

applications. 

 Using hard AI (Artificial Intelligence) problems 

for security, initially proposed, is an exciting new 

paradigm. Under this paradigm, the most notable 

primitive invented is Captcha, which distinguishes 

human users from computers by presenting a 

challenge. 

 

PROPOSED SYSTEM: 

We present a new security primitive based on hard AI 

problems, namely, a novel family of graphical 

password systems built on top of Captcha technology, 

which we call Captcha as graphical passwords (CaRP). 

CaRP is both a Captcha and a graphical password 

scheme. CaRP addresses a number of security 

problems altogether, such as online guessing attacks, 

relay attacks, and, if combined with dual-view 

technologies, shoulder-surfing attacks. Notably, a 

CaRP password can be found only probabilistically by 

automatic online guessing attacks even if the password 

is in the search set. CaRP also offers a novel approach 

to address the well-known image hotspot problem in 

popular graphical password systems, such as 

PassPoints, that often leads to weak password choices.  

 

CaRP is not a panacea, but it offers reasonable security 

and usability and appears to fit well with some 

practical applications for improving online 

security.We present exemplary CaRPs built on both 

text Captcha and image-recognition Captcha. One of 

them is a text CaRP wherein a password is a sequence 

of characters like a text password, but entered by 

clicking the right character sequence on CaRP images. 

CaRP offers protection against online dictionary 

attacks on passwords, which have been for long time a 

major security threat for various online services. This 

threat is widespread and considered as a top cyber 

security risk. Defense against online dictionary attacks 

is a more subtle problem than it might appear.  

 

ADVANTAGES: 

1. It offers reasonable security and usability and 

appears to fit well with some practical applications 

for improving online security. 

2. This threat is widespread and considered as a top 

cyber security risk. Defense against online 

dictionary attacks is a more subtle problem than     

it might appear. 

 

IMPLEMENTATION: 

Implementation is the stage of the project when the 

theoretical design is turned out into a working system. 

Thus it can be considered to be the most critical stage 

in achieving a successful new system and in giving the 

user, confidence that the new system will work and be 
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effective. The implementation stage involves careful 

planning, investigation of the existing system and it’s 

constraints on implementation, designing of methods 

to achieve changeover and evaluation of changeover 

methods. 

 

MODULE DESCRIPTION: 

1. Graphical Password : 

In this module, Users are having authentication and 

security to access the detail which is presented in the 

Image system. Before accessing or searching the 

details user should have the account in that otherwise 

they should register first. 

 

2.  Captica in Authentication: 

It was introduced to use both Captcha and password in 

a user authentication protocol, which we call Captcha-

based Password Authentication (CbPA) protocol, to 

counter online dictionary attacks. The CbPA-protocol 

in requires solving a Captcha challenge after inputting 

a valid pair of user ID and password unless a valid 

browser cookie is received. For an invalid pair of user 

ID and password, the user has a certain probability to 

solve a Captcha challenge before being denied access. 

 

3. Thwart Guessing Attacks: 

In a guessing attack, a password guess tested in an 

unsuccessful trial is determined wrong and excluded 

from subsequent trials. The number of undetermined 

password guesses decreases with more trials, leading 

to a better chance of finding the password. To counter 

guessing attacks, traditional approaches in designing 

graphical passwords aim at increasing the effective 

password space to make passwords harder to guess and 

thus require more trials. No matter how secure a 

graphical password scheme is, the password can 

always be found by a brute force attack. In this paper, 

we distinguish two types of guessing attacks: 

automatic guessing attacks apply an automatic trial and 

error process but S can be manually constructed 

whereas human guessing attacks apply a manual trial 

and error process. 

 

 

4. Security of Underlying Captcha: 

Computational intractability in recognizing objects in 

CaRP images is fundamental to CaRP. Existing 

analyses on Captcha security were mostly case by case 

or used an approximate process. No theoretic security 

model has been established yet. Object segmentation is 

considered as a computationally expensive, 

combinatorially-hard problem, which modern text 

Captcha schemes rely on. 

 

SCREEN SHOTS: 

Home: 

 
 

User registration: 

 
 

Image Captcha: 
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User Home: 

 
 

View & Download File: 

 
 

CONCLUSION 

We have proposed CaRP, a new security primitive 

relying on unsolved hard AI problems. CaRP is both a 

Captcha and a graphical password scheme. The notion 

of CaRP introduces a new family of graphical 

passwords, which adopts a new approach to counter 

online guessing attacks: a new CaRP image, which is 

also a Captcha challenge, is used for every login 

attempt to make trials of an online guessing attack 

computationally independent of each other. A 

password of CaRP can be found only probabilistically 

by automatic online guessing attacks including brute-

force attacks, a desired security property that other 

graphical password schemes lack. Hotspots in CaRP 

images can no longer be exploited to mount automatic 

online guessing attacks, an inherent vulnerability in 

many graphical password systems. CaRP forces 

adversaries to resort to significantly less efficient and 

much more costly human-based attacks. In addition to 

offering protection from online guessing attacks, CaRP 

is also resistant to Captcha relay attacks, and, if 

combined with dual-view technologies, shoulder-

surfing attacks.  

CaRP can also help reduce spam emails sent from a 

Web email service. Our usability study of two CaRP 

schemes we have implemented is encouraging. For 

example, more participants considered AnimalGrid 

and ClickText easier to use than PassPoints and a 

combination of text password and Captcha. Both 

AnimalGrid and ClickText had better password 

memorability than the conventional text passwords. On 

the other hand, the usability of CaRP can be further 

improved by using images of different levels of 

difficulty based on the login history of the user and the 

machine used to log in. The optimal tradeoff between 

security and usability remains an open question for 

CaRP, and further studies are needed to refine CaRP 

for actual deployments. Like Captcha, CaRP utilizes 

unsolved AI problems.  However, a password is much 

more valuable to attackers than a free email account 

that Captcha is typically used to protect. Therefore 

there are more incentives for attackers to hack CaRP 

than Captcha. That is, more efforts will be attracted to 

the following win-win game by CaRP than ordinary 

Captcha:  

 

If attackers succeed, they contribute to improving AI 

by providing solutions to open problems such as 

segmenting 2D texts. Otherwise, our system stays 

secure, contributing to practical security. As a 

framework, CaRP does not rely on any specific 

Captcha scheme. When one Captcha scheme is broken, 

a new and more secure one may appear and be 

converted to a CaRP scheme. Overall, our work is one 

step forward in the paradigm of using hard AI 

problems for security. Of reasonable security and 

usability and practical applications, CaRP has good 

potential for refinements, which call for useful future 

work. More importantly, we expect CaRP to inspire 

new inventions of such AI based security primitives. 
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