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ABSTRACT:

Cloud computing is an Internet-based computing
pattern through which shared resources are provided to
devices on demand. Its an emerging but promising
paradigm to integrating mobile devices into cloud
computing, and the integration performs in the cloud
based hierarchical multi-user data-shared environment.
With integrating into cloud computing, security issues
such as data confidentiality and user authority may
arise in the mobile cloud computing system, and it is
concerned as the main constraints to the developments
of mobile cloud computing. In order to provide safe
and secure operation, a hierarchical access control
method using modified hierarchical attribute-based
encryption (M-HABE) and a modified three-layer
structure is proposed in this paper. In a specific mobile
cloud computing model, enormous data which may be
from all kinds of mobile devices, such as smart
phones, functioned phones and PDAs and so on can be
controlled and monitored by the system, and the data
can be sensitive to unauthorized third party and
constraint to legal users as well. The novel scheme
mainly focuses on the data processing, storing and
accessing, which is designed to ensure the users with
legal authorities to get corresponding classified data
and to restrict illegal users and unauthorized legal
users get access to the data, which makes it extremely
suitable for the mobile cloud computing paradigms.

1. INTRODUCTION:

CLOUD computing extends the existing capabilities of
Information Technology (IT) since cloud adaptively
provides storage and processing services such as SaaS,
laaS, and PaaS that dynamically increase the capacity
and add capabilities without investing in new
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infrastructure or licensing new software. However, the
data access control (DAC) issue of cloud computing
systems has been escalated by the surge in attacks such
as collusion, wiretapping and distort, so that DAC
must be designed with sufficient resistance [2]. DAC
issues are mainly related to the security policies
provided to the users accessing the uploaded data, and
the techniques of DAC must specify their own defined
security access policies and the further support of
policy updates, based on which each valid user can
have access to some particular sets of data whereas
invalid users are unauthorized to access the data. One
approach to alleviate attacks is to store the outsourcing
data in encrypted form [1]. However, due to the
normally semi trusted cloud and its arrangement issues
of administration rights, cloud-based access control
approaches with traditional encryption are no longer
applicable to cloud storage systems.

1. In this paper, two attacks are firstly constructed on
the vulnerabilities of revocation security in DAC-
MACS and EDAC-MACS. By the first attack, the
revoked user can eavesdrop to obtain other users’ Key
Update Keys to update its Secret Keys, and then it can
obtain proper Token to decrypt any se- cret
information as a no revoked user as before. In addition,
by the second attack, the revoked user can intercept the
Cipher text Update Key to retrieve its ability to decrypt
any secret information as a no revoked user as before.
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2. Secondly, we propose a new extensive DAC-MACS
scheme, denoted as the NEDAC-MACS, to withstand
above two attacks and support more secure attribute
revocation. We modify some DAC-MACS’s
algorithms, and perform the vital cipher- text update
communication between cloud server and AAs with
some more secure algorithms [3]. Our NEDAC-MACS
scheme mainly includes two improvements on the
DAC-MACS at Secret Key Generation phase and
Attribute Revocation phase, and it can run correctly
according to the correctness proof of NEDAC-MACS.

3. Then, formal cryptanalysis of the NEDAC-MACS is
described to prove that the proposed NEDAC-MACS
can guarantee collusion resistance, secure attribute
revocation, data confidentiality, and provable security
against static corruption of authorities based on the
random oracle model.

4. Finally, performance analysis of our NEDAC-
MACS are conducted by making an efficiency
comparison among related CP-ABE schemes to testify
that the NEDAC-MACS is security-enhanced without
reducing more efficiency. The major overhead of
decryption is also securely outsourced to the cloud
servers, and the overall overheads of storage,
communication and computation of the NEDAC-
MACS are superior to that of DACC and relatively
same as that of DAC-MACS.

RELATED WORK:

Data Access Control: A plurality of data access control
systems based on the promising CP-ABE technique are
proposed to construct the efficient, secure, fine grained
and revocable access schemes. S.Ruj et al. (2011)
proposed a distributed access control scheme in clouds
(DACC) that supported attribute revocation. In
DACC, one or more key distribution centers (KDCs)
distributed keys to data owners and users. Technically,
it requires not only forward security but more
indispensable backward security in context of the
attribute revocation [5].
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However, DACC supported attribute revocation with
vulnerable forward security. J.Hur et al. (2011)
proposed an attribute-based DAC scheme  with
efficient revocation in cloud storage systems, whereas
it was designed only for the cloud systems with single
trusted authority. In addition, the above two schemes
both require data owners to reencrypt the out- sourced
ciphertext after revocation.

2. LITERATURE SURVEY:

CLOUD computing extends the existing capabilities of
Information Technology (IT) since cloud adaptively
provides storage and processing services such as SaaS,
laaS, and PaaS that dynamically increase the capacity
and add capabilities without investing in new
infrastructure or licensing new software. However, the
data access control (DAC) issue of cloud computing
systems has been escalated by the surge in attacks such
as collusion, wiretapping and distort, so that DAC
must be designed with sufficient resistance. DAC
issues are mainly related to the security policies
provided to the users accessing the uploaded data, and
the techniques of DAC must specify their own defined
security access policies and the further support of
policy updates, based on which each valid user can
have access to some particular sets of data whereas
invalid users are unauthorized to access the data [6].
One approach to alleviate attacks is to store the
outsourcing data in encrypted form. However, due to
the normally semi trusted cloud and its arrangement
issues of administration rights, cloud-based access
control approaches with traditional encryption are no
longer applicable to cloud storage systems.A plurality
of data access control systems based on the promising
CP-ABE technique are proposed to construct the
efficient, secure, fine grained and revocable access
schemes. S.Ruj et al. (2011) proposed a distributed
access control scheme in clouds (DACC) that
supported attribute revocation. In DACC, one or more
key distribution centers (KDCs) distributed keys to
data owners and users [7].
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3. SYSTEM ANALYSIS

3.1 EXISTING SYSTEM:

Senders encrypt message with certain attributes of the
authorized receivers. The ABE based access control
method uses several tags to mark the attributes that a
specific authorized user needs to possess. The users
with certain tag sets can get access to the specific
encrypted data and decrypt it. Lots of paper introduced
the scheme about the attribute based encryption access
control method in the cloud computing. In the mobile
cloud computing environment, there are tremendous
data which needs to be processed and marked with
attributions for the convenient attributing access before
storing. At the same time, the hierarchical structure of
the application users need an authentication center
entity to control their attributes.

3.2 PROPOSED SYSTEM:

In the proposed scenario, users with different privilege
levels have different rights to access the part of sensing
data coming from the mobile devices. Therefore, one
same data has to be encrypted into ciphertext once,
which ought to be able to be decrypted multiple times
by different authorized users. In this paper, a
hierarchical access control method using a modified
hierarchical attribute-based encryption (M-HABE) and
a modified three-layer structure is proposed. Differing
from the existing paradigms such as the HABE
algorithm and the original three-layer structure, the
novel scheme mainly focuses on the data processing,
storing and accessing, which is designed to ensure the
application users with legal access authorities to get
corresponding sensing data and to restrict illegal users
and unauthorized legal users get access to the data, the
proposed promising paradigm makes it extremely
suitable for the mobile cloud computing based
paradigm. What should be emphasized is that the most
important highlight of all in the proposed paper can be
described as that the modified three-layer structure is
designed for solving the security issues illustrated
above.

Volume No: S (2018), Issue No: 9 (September)

www.ijmetmr.com

ADVANTAGES OF PROPOSED SYSTEM

e One ciphertext can be decrypted by several keys.

e Both precise level description and user attribute
should be supported in the access structure of the
method.

e The keys in the authentication center ought to have
the same hierarchical structure just as the structure
of users privilege levels.

SYSTEM REQUIREMENTS
HARDWARE REQUIREMENTS:
e  System: Pentium Dual Core.

e Hard Disk: 120 GB.

e Monitor: 15 LED

e Input Devices: Keyboard, Mouse
o Ram : 1GB.

SOFTWARE REQUIREMENTS:

e Operating system: Windows 7.

e Coding Language: JAVA-JSP,JAVASCRIPT
e Tool: Eclipse -- Galileo

o Database: MYSQL
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SYSTEM TESTING:

The purpose of testing is to discover errors. Testing is
the process of trying to discover every conceivable
fault or weakness in a work product. It provides a way
to check the functionality of components, sub
assemblies, assemblies and/or a finished product It is
the process of exercising software with the intent of
ensuring that the Software system meets its
requirements and user expectations and does not fail in
an unacceptable manner. There are various types of
test. Each test type addresses a specific testing
requirement.

System Testing:

System testing ensures that the entire integrated
software system meets requirements. It tests a
configuration to ensure known and predictable results.
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An example of system testing is the configuration
oriented system integration test. System testing is
based on process descriptions and flows, emphasizing
pre-driven process links and integration points.

White Box Testing:

White Box Testing is a testing in which in which the
software tester has knowledge of the inner workings,
structure and language of the software, or at least its
purpose. It is used to test areas that cannot be reached
from a black box level.

Black Box Testing:

Black Box Testing is testing the software without any
knowledge of the inner workings, structure or
language of the module being tested. Black box tests,
as most other kinds of tests, must be written from a
definitive source document, such as specification or
requirements document. It is a testing in which the
software under test is treated, as a black box .you
cannot “see” into it. The test provides inputs and
responds to outputs without considering how the
software works.

SYSTEM TESTINGMETHODOLOGIES
The following are the Testing Methodologies:
o Unit Testing.

o Integration Testing.

o User Acceptance Testing.

o Output Testing.

o Validation Testing.

Unit Testing

Unit testing focuses verification effort on the smallest
unit of Software design that is the module. Unit testing
exercises specific paths in a module’s control structure
to ensure complete coverage and maximum error
detection. This test focuses on each module
individually, ensuring that it functions properly as a
unit. Hence, the naming is Unit Testing. During this
testing, each module is tested individually and the
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module interfaces are verified for the consistency with
design specification. All important processing path are
tested for the expected results. All error handling paths
are also tested.

Integration Testing:

Integration testing addresses the issues associated with
the dual problems of verification and program
construction. After the software has been integrated a
set of high order tests are conducted. The main
objective in this testing process is to take unit tested
modules and builds a program structure that has been
dictated by design.

The following are the types of Integration Testing:
1. Top Down Integration:

This method is an incremental approach to the
construction of program structure.  Modules are
integrated by moving downward through the control
hierarchy, beginning with the main program module.
The module subordinates to the main program module
are incorporated into the structure in either a depth first
or breadth first manner. In this method, the software is
tested from main module and individual stubs are
replaced when the test proceeds downwards.

2. Bottom-up Integration:

This method begins the construction and testing with

the modules at the lowest level in the program

structure. Since the modules are integrated from the

bottom up, processing required for modules

subordinate to a given level is always available and the

need for stubs is eliminated. The bottom up integration

strategy may be implemented with the following steps:

= The low-level modules are combined into clusters
that perform a specific Software sub-function.

= A driver (i.e.) the control program for testing is
written to coordinate testcase input and output.

= The cluster is tested.

= Drivers are removed and clusters are combined
moving upward in the program structure
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The bottom up approaches tests each module
individually and then each module is module is
integrated with a main module and tested for
functionality.

OTHER TESTING METHODOLOGIES

User Acceptance Testing

User Acceptance of a system is the key factor for the
success of any system. The system under consideration
is tested for user acceptance by constantly keeping in
touch with the prospective system users at the time of
developing and making changes wherever required.
The system developed provides a friendly user
interface that can easily be understood even by a
person who is new to the system.

Output Testing

After performing the validation testing, the next step is
output testing of the proposed system, since no system
could be useful if it does not produce the required
output in the specified format. Asking the users about
the format required by them tests the outputs generated
or displayed by the system under consideration. Hence
the output format is considered in 2 ways — one is on
screen and another in printed format.

Validation Checking
Validation checks are performed on the following
fields.

Text Field

The text field can contain only the number of
characters lesser than or equal to its size. The text
fields are alphanumeric in some tables and alphabetic
in other tables. Incorrect entry always flashes and
error message.

Numeric Field

The numeric field can contain only numbers from 0 to
9. An entry of any character flashes an error messages.
The individual modules are checked for accuracy and
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what it has to perform. Each module is subjected to
test run along with sample data. The individually
tested modules are integrated into a single system.
Testing involves executing the real data information is
used in the program the existence of any program
defect is inferred from the output.

The testing should be planned so that all the
requirements are individually tested. A successful test
is one that gives out the defects for the inappropriate
data and produces and output revealing the errors in
the system.

Preparation of Test Data

Taking various kinds of test data does the above
testing. Preparation of test data plays a vital role in the
system testing. After preparing the test data the system
under study is tested using that test data. While testing
the system by using test data errors are again
uncovered and corrected by using above testing steps
and corrections are also noted for future use.

USER TRAINING

Whenever a new system is developed, user training is
required to educate them about the working of the
system so that it can be put to efficient use by those for
whom the system has been primarily designed. For this
purpose the normal working of the project was
demonstrated to the prospective users. Its working is
easily understandable and since the expected users are
people who have good knowledge of computers, the
use of this system is very easy.

MAINTAINENCE

This covers a wide range of activities including
correcting code and design errors. To reduce the need
for maintenance in the long run, we have more
accurately defined the user’s requirements during the
process of system development. Depending on the
requirements, this system has been developed to
satisfy the needs to the largest possible extent. With
development in technology, it may be possible to add
many more features based on the requirements in
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future. The coding and designing is simple and easy to
understand which will make maintenance easier.

TESTING STRATEGY

A strategy for system testing integrates system test
cases and design techniques into a well planned series
of steps that results in the successful construction of
software. The testing strategy must co-operate test
planning, test case design, test execution, and the
resultant data collection and evaluation .A strategy for
software testing must accommodate low-level tests
that are necessary to verify that a small source code
segment has been correctly implemented as well as
high level tests that validate  major system
functions against user requirements. Software testing is
a critical element of software quality assurance and
represents the ultimate review of specification design
and coding. Testing represents an interesting anomaly
for the software. Thus, a series of testing are
performed for the proposed system before the system
is ready for user acceptance testing.

CONCLUSION:

In this paper, we first give two attacks on DAC-MACS
and EDAC-MACS for their backward revocation
security. Then, a new effective data access control
scheme for multi authority cloud storage systems
(NEDAC-MACS) is proposed to withstand the two
vulnerabilities in section 3 and thus to enhance the
revocation security. NEDAC-MACS can withstand the
two vulnerabilities even though the nonrevoked users
reveal their received key update keys to the revoked
user. In NEDAC-MACS, the revoked user has no
chance to decrypt any objective ciphertext even if it
actively eavesdrop to obtain an arbitrary number of
nonrevoked users’ Key Update Keys (KUK) or collude
with some nonrevoked users or obtain any transmit-
ted information such as Ciphertext Update Keys
(CUK) . Then, formal cryptanalysis of NEDAC-
MACS is presented to prove its improved security.
Finally, the performance simulation shows the overall
storage, computation, and communication overheads
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of the NEDAC-MACS are superior to that of DACC
and relatively same as that of DAC-MACS.
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